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Behind the pack Moving ahead Industry leader

The Evolution of Product Security Assurance 
2000 - Beyond

2004 - Beyond

2010 - Beyond

• Hackers / worms 
exploits un-patched 
systems

External 
Drivers

• Patch and scan
• Responsible disclosure 

guidelines
• Penetration testing

Industry 
response

• Vulnerability response 
policy (2004) & EMC 
Product Security 
Response Center

EMC 
response

• Zero-day attacks
• Compliance 

(SOX)

• Trustworthy 
computing

• Coding standard

• EMC Product 
Security 
Policy(2005)

• EMC acquires RSA 
(2006)

• EMC Security Dev. 
Lifecycle(2007)

• Foreign influence / Malicious 
code insertion

• GRC / Vendor compliance
• Procurement criteria

• SAFECode
• Source code protection 

standard(2009)
• Measurability
• Coding standard

• Product supply chain integrity
• Assurance claims
• Security metrics
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EMC’s Approach to Deliver a Secure 
Information Infrastructure

Policy
Product Security Policy

People
Security Trained Engineering

Process
Security Development Lifecycle

Technology
Common Security Platform
Standard-based
Enforce Controls, Report & Audit

Customer Operations Assurance
Secure Serviceability
Vulnerability Response
Recognized 3rd Party Certifications

RSA

Resource Management

EMC Storage

Content Management

Virtualization

Cloud Computing
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Policy: EMC Product Security Policy (v.2)
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Process: EMC Product Security 
Development Lifecycle (SDL)
Basic Principles

Current 
Product 
Release

Product
Security
Office

Next
Product
Release

1
Complete a security assess-
ment against the 80 criteria 
of Product Security Policy

2Leverage SDL resources to 
build a product security plan 
that addresses security gaps

Integrate SDL activities
in standard product 
development process

EMC TCE
Executive
Management

Threat modeling methodology
Source code scanning tool
Security testing tools
Security training curriculum
Common Security Toolkit

Non-Compliant
Partial Compliance
Not Applicable
Compliant

Current 
Security
Assess.

3

4Perform security assessment before 
release & follow risk management 

practices under TCE oversight



ASSURANCE

Security

Authenticity Integrity

Our Work to Date

Secure Software 

Development

Software Integrity 

Best Practices

Training

Software Integrity 

Controls in 

Supply Chain
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KEY
METRICS

�3A, 
�Network security
�Data security
�Cryptography 

and key 
management

�Serviceability
�Secure design 

principles

�3A, 
�Network security
�Data security
�Cryptography 

and key 
management

�Serviceability
�Secure design 

principles

� Input validation
� Injection 

protection
� Directory 

traversal 
protection

� Web and C/ 
C++ coding 
standards

� Handling 
secrets

� Input validation
� Injection 

protection
� Directory 

traversal 
protection

� Web and C/ 
C++ coding 
standards

� Handling 
secrets

� Requirements
� Threat modeling
� Code review / 

scanning
� Security testing
� Source code supply 

chain
� Documentation
� Assessment
� Vulnerability 

response

� Requirements
� Threat modeling
� Code review / 

scanning
� Security testing
� Source code supply 

chain
� Documentation
� Assessment
� Vulnerability 

response

EMC/RSA Approach to Measuring Product 
Security and Organization Maturity

PRODUCT SECURITY POLICY
Maintained by RSA / Sets EMC-wide standards for product 

security

PRODUCT
GAPS

ORG MATURITY
(4 levels)

PRODUCT RISK
(4 levels)

Lessons learned

� Use organization 
maturity to set 
organization 
adoption roadmaps
1) Vulnerability resp.
2) Assessment
3) Commercial 

testing
4) Threat modeling
5) Full process

� Be prescriptive with 
functional 
standards

� Use metrics as 
management tools
� Executive 

dashboards
� Cost avoidance 

per gap

Lessons learned

� Use organization 
maturity to set 
organization 
adoption roadmaps
1) Vulnerability resp.
2) Assessment
3) Commercial 

testing
4) Threat modeling
5) Full process

� Be prescriptive with 
functional 
standards

� Use metrics as 
management tools
� Executive 

dashboards
� Cost avoidance 

per gap

Architecture & 
Design 

Standards

Coding
Standards

Process
(Security Dev. 

Lifecycle)

PROCESS
GAPS
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THANK YOU


